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0. Fit Lokx
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<~V FEENRIMEZLELT 22X L 2§, FEZMLELTAa~y FEIETHAEEICIE IR
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E—HL:T. /10, 7—F T4 2 bV B2 —HFDFR—LT 4L 2 )V THEIEXZHELT
Wi,

A=Y FEIEDI L, 2 —%F (D) AT 5XEE4553 Courier Bold DERTERSNF
T HOKRL EOERT L Courier OFERTHRR SN Y. /0, WMEICL - TANRHI B EL
BE871% Bold Italic X ITtalic THEARSNZT. HIAIEKRO LI IR £ 5.

$ echo "hello, world"
hello, world

$ whoami

user

1. RS 276D v 2 b—w
Z Z T3 OpenVPN %4 > 2 b — /v 5 2 TOWERZITVET.

1.1. CentOS 9 Stream #4{ > A b—1T 5
CentOS 9 Stream Z #4124 > 2 b—v L $¥. HEL Server Z:#INL 7.

1.2. Ny r—SREHTH

AVZL=WERLRDNN 7F =P ORBICEHLTESET. COE, LELEY—AVDE
AL DOTHIEE TV .

# dnf upgrade
# reboot

2. OpenVPN ¢t easy-rsa DAf ¥ & b—v
Z Z T3 OpenVPN & easy-rsa DA > 2 b —/v&fF0 7.

2.1. EPEL 235

EPEL (% Extra Packages for Enterprise Linux DJH3E T3 . OpenVPN & easy-rsa (3 EPEL
O—¥ELTREtS N B 700, IRETIEIA v 2 =TS 2¥A. AL THBEEVLTL LY.
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$ dnf search openvpn
No matches found.
$ dnf search openvpn
No matches found.

EPEL & N2 v r =Y % HMHAT 2120 CBIRO LI ICETLET.
# dnf install epel-release

2.2. OpenVPN ¢t easy-rsa %4 > 2 b—n$ 5
OpenVPN & easy-rsa #4 » Z b —/v L £ 3. easy-rsa /3 v 7 — P IR A RAEHZEDO RIT %
BT oDy =22 Y FE3EEh T,
# dnf install openvpn easy-rsa

EHCA Y2 =S ZHEPDHLDICIBRO LI CETLET.

$ hash -r # Ny T aT—=TND2IUT
$ openvpn —-version
$ /usr/share/easy-rsa/3/easyrsa

2.3. easy-rsa DAV Y I ~DEA YT 2A%DK B

BIR, easy-rsa D22 ) 7 b ZFIHT AICLDITZR2Z ) FEAD 7 VAR EZRET ALEND
$9. CNATRETCOFHMILZ2DTIA YV 7T 2A%ZMERML TETEZEILET. ROL D ITHETT 2
L, ZDY 2 v BEFTENTVBREIL easyrsa 2= FE2FIHTEICZ Y £ 5.

$ alias easyrsa="/usr/share/easy-rsa/3/easyrsa"

$ easyrsa + EjERERR

3. GEMIE D DFERL

I Tl easyrsa DA 7Y 7+ 2FHL CTHEEHESLPHELZRETLEST. T CTHRITSN BN
HIIFE “A L ALVIEHE THAHZ LICHBL TS (EAFATEMECR 20 b LA
F¥A).

3.1. T4 v 2 Y 28LT 5
TEERT A v 2 Y 208 LES. ZORETT4v 2 MY pki BHEBTEL 7.

$ easyrsa init-pki

3.2. #arF (CA) 2o 5

FRFLE (CA) #2< b ¥, ZORE, CA HD/ 271 —X (New CA Key Passphrase) ¢ PEM H
D/s82 71— X (PEM pass phrase) # RO b 5D TN THHREL 3. &6, FiLRO—K4
(Common Name) $ K 5412345, €D % [Enter] 2 F 52 L TTF 7 +/v F DR (Easy-
RSACA) FIHTE 3. ZCOEEC7 74 /v ca.crt BFIEDT 4+ v 2 P VICHIEL 2.

$ easyrsa build-ca

3.3. y— GiEFEEZ D B

B — NGEHE EMEHRE O 2T, O, BiERD PEM D270 — X% KD 65N BDT
ANLEF. =34 (server) BEROLHT2FHTS T (7 7 AVE L ESFEMRICEILL £ 7).
ZOEIET 7 7 4 /v server.crt &7 7 4 )V server.key BIEDT 4 v 27 F VICHIEL 7.

$ easyrsa build-server—full server nopass

34. 75347 MiEWEEZ DL B

2547 v FiEHELIER YO Y 2. ZO, BERO PEM HO X271 —X %R L h
LH5DTAHLET. 25472 b4 (client) 3FBEOLR T 2FIHTE 23 (7 74 V& E S RIS
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-3-

AL ET). ZOEIETY 74w client.crt £ 7 74V client.key BFIEDT 4 v 2 F VIZ
HEBL 4.

$ easyrsa build-client-full client nopass

3.5. Diffie-Hellman /X5 A —2 %> 5

Diffie-Hellman $#EZHICFH VO N B 5 A —2 LB AEEEHOL YV T, LTORSILFEHE
BLTWADOTAHLEESE»Y 23, COBIETZ 74 /v dh.pem BSFIED T 4 v 27 + YV ICHHE
L.

$ easyrsa gen-—dh

3.6. TLS-Auth $#%>< 5

TLS-Auth #%>< Y 3. HMAC ZiEDEML A YOERBEO LD ICHLE L L5 T, Z OHEME
T7 74N ta.key 37412 bV pki BEFICHBELET. CO7 74 vi3flibhivrdLlhz
A

$ openvpn —--genkey secret ./pki/ta.key

87. 74 v 2 Y pki OHE

SIZTC, TAvZ MY pki OFHFZHERELTESZL L) (—HO7 7 AT 4 v 2 ) 2B
LTWE9).

pki/ 3.1. THRRLIEEM T4 v 2 b Y
| == ca.crt 3.2. TR L R RAERAENIE

|-- certs_by_serial/...

|-- dh.pem 3.5. TfEEiL7 DH "7 x—%

|-- index.txt

|-- index.txt.attr

|-- issued/ AEHEFEOT 4 L2 B Y

| |-- client.crt 4. TIER L7122 54 7 v MaEBHZE
| ‘-— server.crt 3. THERLL 7oy — NGEHESE

|—— openssl-easyrsa.cnf

|-- private/ WEHEDOT 4 v 2 MY

| |-- ca.key 3.2. TR L A FRFE A it

| |-- client.key 3.4. TIEH L7722 24 7~ M IbEEE
| ‘—— server.key 3.3. TIEECL 7o — PR S

| -- renewed/...

|-- regs/...

| -- revoked/...

|-- safessl-easyrsa.cnf

|-- serial

‘—— ta.key 3.6. TPEELL 7z TLS-Auth #

3.8. GEAHEC D ZALE T 5
FOEETIER L B EITIHESRCHEZFIED T 4 v 2 bV (/etc/openvpn/server BLF) ICHEE
L.

# cp -R ./pki/* /etc/openvpn/server/.
# 1ls /etc/openvpn/server/. # FERR

4. IP 7 9 —T 4 ¥ JOEE

OpenVPN OBFED L TIP 7 7 =74 v 7% FHTAOTANCLTES T, ZOHET
7 74V Jetc/sysctl.d/01-ipv4_forward.conf AMER SN 7.
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4-

# echo "net.ipv4.ip_forward = 1" | tee /etc/sysctl.d/0l-ipv4_forward.conf
net.ipvéd.ip_forward = 1

# sysctl —--system # REXHHET S

$ sysctl —a 2>/dev/null | grep "ip_forward" # EEHERR

net.ipvéd.ip_forward = 1
net.ipvéd.ip_forward_update_priority = 1
net.ipvéd.ip_forward_use_pmtu = 0

5. RE 7 7 4 v DRLR
Z 2 Tld OpenVPN OFRE7 7 A v Eiah L 5.

51. X7 7AVDY > Izar—35

OpenVPN IC[AHE N T WA Y I b LICERE7 7 AvERRRLEYT. FTREE7 741D
Yrovrarr—LTE 7.

# cp /usr/share/doc/openvpn/sample/sample-config-files/server.conf \
/etc/openvpn/server/.

52. REZ7 7 A vemitET 5

FOBEETCaY— LTS EZ 71 /v /etc/openvpn/server/server.conf #¥mEL 7.
TRERDOENIZROM@EY TT.

$ gzip -c9 server.conf.diff | base64 # ZHIRIIEDAETT
H4sICDvaw2ICA2RhbS5kaWZmAJVW227jNhB9rr514DwkgSxZUpyrHxpO0FyOWBbYBstuiQF9oibal
1UmBpOxVv75nKC12d10gNRITIud6552QSZLQonN24Wph5aly5¢cK0Uu9bvXBilzZyXJLS6I3adhvV
SLdwOu61TXnvhyIriiS7Tool5bcPy7ull/C7Npg/F2X2WRXEc0/c6t1Cj/PqhuHlY5mmRX93117¢cv
Oo+P1BT38zyneFgeHyM6I6PJ15I0Q01aSdKGul5Zw6J01QpTYbaaX21BrrWVh3u7WOtDGWIGShLFO1
PO1HB9UOpKWsyJtgFk1T18K2ckGdHfWmg7Ky8iCaJo2SsJ/n98soDo/L5VVErP3p3RPBx+£3T20a
PObJqrXGG/J1C8Xw2FUtFF9249Vx011iZVXJPvtOzIbrSSuE5L2s6j0A/PPGhls38KCzab4Q1lScB ]
tf£SjcBgAvVL2251cUD8sA5G/I+Penj1RCRzTOJCA+/ frumc7ygkHbCc+0Ov8ieuO6sdeGkpFn7pXR5
MQOPiVpZe7SUp jWpoasVWXgYRJOIVLVGFpJRAaio+b7C58Z0fGT4GnT2Qg03XVLSWeNgyGvLYyURXS
KOc6WS10TMWs31glR+gL/2cyAP4ehFGSatk0Q/AWrPLSupRPf5FaWgY10MACNJID290MfUeCLcwlV
ddCiBDXCS5Et79JW70gfoqSqgT/aiOLyGx+D+o/QHY7+AgalpzLbnveeXaF235ipeiKqgy0jmlt 7RX
Aiy4DBXNr+7ntxQPy1DRURLONQ1JA5FmMKRkyzRXF9nU7/2SULrkXJXkMjTTQY4YtolXauplkgHeX3
RZrf3KUwltErQzNm+BuSxRuS8VuCl8vvBYdmMiSQ71laTa2WpNgpk6o/JSceBTwcsXjYKLe+4/9QG
BMaAQUxK4DUcUS0c9keeDHNImMTN4wzKCB8W2J 7TMZRgBOFE jwiWeNhM3gSI8TSpln56dDKWCIJgzo
PD+fdscAMT984xLR+Rp9G3iavSIglonvg/8gGOB71g0S5gxs33gztaKtAvVagp2 jpUdFQdJjgpD3ru
Ouc5fuSshhkYYLnJAixhGWD5GbCWZtcGCiThfhZerREFdwOZpkLGUw1l4hLBEOvwdpugHDTcPSS1Y
QaEUmM/zsBci4LnDckcBdYrZFDInDfhWL6bjo50pSDvxVe263TTyUUco0l5314+6DpJlbI6pQyByQh
4AaMwOA3h2FWEFNnfLgEJYX1nZ+bZ JhFF5nmZe+044Xg7gWijA7eHthoNFuTt52uhSjY2YGbhOrMFcx
qUGWNnnZzZKoy2Q3mhlvH7H1xSDIYrHo8Ve2AU2Fm/IBCB+6qmSGI9E1fk7YpB2ghonshjtia6amd73]j
4wt jR/b+0XR1DggXLYSANXdP 6BQmt CpRM6j1J2bG631A6v6I1KFMUGawnogWUVbj/TS8sH/1cQV/
B1FwGQfvNoRk+NgiizVglgbexDt £JCuOc/qMaYd8k 9XRx+uT+PTgW8iOWD3zFOnHkLOGW4ENnfYOS
NMydIHU2VBhVWhunfD/Q4yov5kuKh4WTDgPcelLXpT6énra+GBhnwlGdBFX1gwzzEOgTN8+3bedKpV
JUJjYQ2bkDyghv7aNKpXHA7704CSP/0oI//Hg5NP jxQ3DDmSLocEfHg39R+geD+0YP 6gkAAA==
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—-—— a/server.conf 2022-05-24 17:48:18.000000000 +0900
+++ b/server.conf 2022-07-05 15:26:41.213815700 +0900
@@ -29,11 +29,11 @@

# on the same machine, use a different port

# number for each one. You will need to

# open up this port on your firewall.
-port 1194
+port 443

# TCP or UDP server?
—;proto tcp
—-proto udp
+proto tcp
+;proto udp

# "dev tun" will create a routed IP tunnel,

# "dev tap" will create an ethernet tunnel.

@@ -76,13 +76,13 @@

# OpenVPN can also use a PKCS #12 formatted key file

# (see "pkcsl2" directive in man page).

ca ca.crt
—cert server.crt
—-key server.key # This file should be kept secret
+cert issued/server.crt
+key private/server.key # This file should be kept secret

# Diffie hellman parameters.

# Generate your own with:

# openssl dhparam —-out dh2048.pem 2048
—-dh dh2048.pem
+dh dh.pem

# Network topology

# Should be subnet (addressing via IP)
@@ -139,7 +139,7 Q@

# address pool (10.8.0.0/255.255.255.0)

# back to the OpenVPN server.

;push "route 192.168.10.0 255.255.255.0"
—;push "route 192.168.20.0 255.255.255.0"
+push "route 192.168.54.0 255.255.255.0"

To assign specific IP addresses to specific
clients or if a connecting client has a private
-241,7 +241,7 @@

a copy of this key.

The second parameter should be ’'0’

# on the server and "1’ on the clients.

-tls-auth ta.key 0 # This file is secret
+;tls—auth ta.key 0 # This file is secret

®
H o @ F HE

# Select a cryptographic cipher.

# This config item must be copied to
@@ -260,7 +260,7 @@

# For compression compatible with older clients use comp-1lzo
# If you enable it here, you must also

# enable it in the client config file.

—;comp-1zo

+comp—-1zo
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The maximum number of concurrently connected
clients we want to allow.
-284,7 +284,7 QQ@
Output a short status file showing
current connections, truncated
# and rewritten every minute.
—-status openvpn-status.log
+status /var/log/openvpn-status.log

®
H o @ F HE

# By default, log messages will go to the syslog (or

# on Windows, if running as a service, they will go to
@@ -294,7 +294,7 @@

# while "log-append" will append to it. Use one

# or the other (but not both).

; log openvpn.log
—;log—append openvpn.log
+log-append /var/log/openvpn.log

# Set the appropriate level of log
# file verbosity.
@@ -312,4 +312,4 @@

# Notify the client that when the server restarts so it
# can automatically reconnect.

—explicit-exit-notify 1

\ No newline at end of file

+;explicit-exit-notify 1

6. Service 7 7 A VDEEH}Z

Service 7 7 A W% L /2\» & OpenVPN ASEEIL 20 & D TF. Th& b & BOBRGEND
BEFLTOEA, BIRATRABEZVOTINTEIHL 2.

FT7 4/ D service 77 A NVDab—%WY, TONEEZREL:T. ZOBETZ 74V
/etc/systemd/system/my-openvpn-server@.service ZTEH L, fEL 3.

# cp /usr/lib/systemd/system/openvpn-server(@.service \
/etc/systemd/system/my—openvpn—-server(@.service

# sed —i"" -e"13s/:BF-CBC / /" \
/etc/systemd/system/my—openvpn—-server(@.service

7. OpenVPN ¥ — 3D ¥ — & R jEl)

OpenVPN #— D% —bE 2 %EIL 2 §. RO L HIWCFETLET. 2 2T,server \Z1F 3.3. TIF
Bl —R"LEREL:T. FoLEBL 5.

# systemctl start my-openvpn-server@server
# systemctl enable my-openvpn—-server@server

8. Firewall OFE

Firewall D& E%2 L 7. 4 (& THITHEOE N2 L TTH) HTTPS OKIFZ L THE—+ %
BE TS 6. HTTPS 3 TCP @ 443 FH AR — + 2FIH L, firewall 32 xH->TuwxT. &5
\2, SELinux 4 %2 M > TV ADTHIMETDHA N6 TT. H—A, ITHEIE#ATET. V-1 %
FoTwAHAFEEXIGLTL S L.

# firewall-cmd —-—-permanent —-—add-service=https
# firewall-cmd —--reload
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9. V547 MIEAHRE T 7 4 v DHES
ST, 24T NCEALDDHRET 7 A VEEEML 7.

9.1. HEZ7 7ANVDY > Iear—T5

9713 OpenVPN IZRIM SN T 2% > 7 v b LISREY 7 A vERIBL 2. T RREY
TANVDY I vea—LTEXT

$ cp /usr/share/doc/openvpn/sample/sample-config-files/client.conf ./.

9.2. REZ7 7 A VeHmitET 5

FOWECavr—LTShHEHEZ 714 /V clienc.conf #mEL FT. WESOENIZIXKOED
T7.

$ gzip -c9 client.conf.diff | base64 # ZHJILIDAETT

H4sICP/vw2ICA2FiYS5kaWZmAGLlSy27 jMAw8r7+CwB4d05Z jN6/Dpuhecguw7QJ7ZBQ6FupYhgS0
yN8vJIT1INXz7YFD1DkcPJIsgxwKjtFvcul 7psfZVGWWVEFNZQVivqoWK7HIi+sDabEsiiRNU%h/w50z
EcTdgg5X1Swvymoh6vkba70BbDabiBmk8bPZJPAT7g3BKWGX6Uk61R/BaUB4fNiBNh7w9HsHlswL
mV8ATSbAtQOWT /wiFwhoPU738U+A5km2HozmUk40SRbD82FI01s2Xd/S4Cs8Mr3V1vVecfLrdAfYH
GLRx0JsPpRn6T59BYg8tvhCczplTQO0dg6KQdACct iFIWmuHYNn8QB77LCXBHtyr0TvO7Xc6sg7XbKY
ywQIsaySdPwhlmUu7hZ5XeWiXkJVzRJIY fyGVkRRGeWi1lZgkQDA+hT2EsaAxH/uZIDRtZ1JIM1pOEd
94Hc14AGuXQujZvmz3SBRVF0A6qwkEYbIJQt JA4AUAfLe2CIXABQIex5WihbOgQGdt 1I8BNLZICY
zyGxwlcz+YS/cDxzyGubgTn+hE7Xn+Bh/L9kVHMZFQbPUY2SfqY9gluSz8FoLTgvh2e8x7Rog0xS
G80eBH/D2eIx0C4PsominswhjR8vnK+xbVg919kMz64NLGWJAB+8GXzRsgmID9fe2US8Ieysjp7y
cK7AUr0VdBh2IXjmr7nQwB/gfL8s17kMTh8NDg2SINXQjr7dRi fHDOJBKW 7t +y7/A2+hXJQCBAAA
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--— a/client.conf 2022-05-24 17:48:18.000000000 +0900
+++ b/client.conf 2022-07-05 16:55:43.024815700 +0900
@@ -33,13 +33,13 @@
# Are we connecting to a TCP or
# UDP server? Use the same setting as
# on the server.
—;proto tcp
—-proto udp
+proto tcp
+;proto udp

# The hostname/IP and port of the server.
# You can have multiple remote entries
# to load balance between the servers.
—-remote my-server—-1 1194
+remote 192.168.54.159 443
;remote my-server—-2 1194

# Choose a random host from the remote
@@ -85,9 +85,9 @@
# a separate .crt/.key file pair
# for each client. A single ca
# file can be used for all clients.
—-ca ca.crt
—cert client.crt
-key client.key
+;ca ca.crt
+;cert client.crt
+;key client.key

# Verify server certificate by checking that the
# certificate has the correct key usage set.
@@ -105,7 +105,7 @@

# If a tls—auth key is used on the server
# then every client must also have the key.
-tls—auth ta.key 1
+;tls—auth ta.key 1

# Select a cryptographic cipher.
# If the cipher option is used on the server

9.3. iFHE & O
LECHRELIE7 7 A WVICKTEEHE 2 EA L 2 7.
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echo '<ca>' >>./client.conf
cat /etc/openvpn/server/ca.crt >>./client.conf
echo '</ca>' >>./client.conf
echo '<cert>' >>./client.conf
awk -e '
BEGIN { PEM = 0 }
/"=-=/ { if (!(PEM = !PEM)) print }
{ if (PEM) print }' /etc/openvpn/server/issued/client.crt \
>>./client.conf
echo '</cert>' >>./client.conf
echo '<key>' >>./client.conf
cat /etc/openvpn/server/private/client.key >>./client.conf
echo '</key>' >>./client.conf

H 0 W F= 0

v H#H= W 0

94. 774 7 ¥ MR

FCHRELAL 7 74 /v% client.ovpn EZ/MTT 254 7 MCEEEL £ 3. BEEFEEEY
Y Ed. BALEPLTLIES 0.

10. 55K
FRLTVET. ZBRLTVWADTRELTVWET. AYTY.

EHEHEB TR > T NEY 2 VR Z Y FIBEIhLTHMASNI P LAErA. BIFELAEVTE
FEHLIES 0.
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